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CLOSING THE DISTANCE

Based in Japan, LINE Corporation is dedicated to the mission of “Closing the Distance,”
bringing together information, services and people. The LINE messaging app
launched in June 2011 and since then has grown into a diverse, global ecosystem that
includes Al technology, fintech and more. In March 2021, LINE completed its business

integration with the Z Holdings Group, one of Japan's largest internet-related
companies.




LINE

DYNAMIC USER BASE
M AU (Monthly Active Users)
/1 N

@ GLOBAL ==== 1 89M

AN\1/ 4

(MAU/population™)

mean . @ 89M (=70%)
| 21M (=90%)

THAILAND 52 M (=74%)

TAIWAN

(*) each data of population is referred from Ministry of Foreign Affairs of Japan
https://www.mofa.go.jp/mofaj/area



https://www.mofa.go.jp/mofaj/area/taiwan/data.html

HISTORY OF LINE

First LINE FRIENDS LINE FRIENDS LINK (digital token) and LINK LINE completed business
Hangame Japan Renamed Company renamed Store opens Corporation Chain (now “LINE Blockchain™)  integration with Z Holdings (Banking services also
established NHN Japan Co. Ltd. LINE Corporation (in Myeong-dong, Seoul) established launched Corporation planned for Japan)

2000.9 2003.8 2013.8 2014.4 20151 2018.8 2021.3 2022 -

#® LINE Bank

BITFRONT Launches . & o
Global Cryptocurrency Exchange . :

b

2011.6 201412 2017.3 2020.2 2020.10 2021.4 2021.6

LINE LINE Pay LINE Clova Blockchain LINE BK (TH) LINE Bank (TW) LINE Bank (ID)
LINE Messenger App LINE Pay launched Clova, LINE Assistant BITFRONT, LINE's digital LINE BK launched in Thailand LINE Bank Taiwan launched LINE Bank by Hana Bank
launched announced currency exchange based in Powered by KBank launched in Indonesia

the United States, launched



Life on LINE

A platform to support users’ lives 24/7

7:00 12:00 14:00 17:00 20:00 22:00

LINE NEWS Demae-can LINE Official LINE Pay LINE MUSIC LINE SHOPPING
LINE TODAY LINE MAN Account LINETV

Getting up and Getting pizza delivered Get coupon notifications Shopping for groceries Finishing work and Buying new shoes before
checking the news for lunch from your favorite brands listening to music on heading to bed

when you visit a store the way home



Service with

Safety

Enjoy with
Trust

“We shouldn’t ask our customers to make a tradeoff between
privacy and security. We need to offer them the best of both.”
- Tim Cook, Apple



LINE’s 10-year’s key challenges by

Technology

Culture



Technology

~ Pursue the value of technology, understand fragility, and eliminate threats ~
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1. LINE Account Security
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1. LINE Account Securi
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https://www.huffingtonpost.jp/2014/06/23/line-hacking_n_5524153.html



LINE |
1. LINE Account Security
—

*Phone Year Login with another device Attack Methods

*Password
Email

Facebook Q 2011~2014 email + pw + SMS PWst = Llews phono qomber

Apple

2014 @ + 4-digit PIN
1 0..%*
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Q74 —N AX=R7EULARE

Typical Account Model in Web

*Email
*Password
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(*) above screen was available only during 2014-2016, and deprecated now
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1. LINE Account Security
—

*Phone Year Login with another device Attack Methods

*Password
Email

Facebook Q 2011~2014 email + pw + SMS P\W-ist—+New-phone-number

Apple

2014

@ + 4-digit PIN PW list + Guessed PIN
+ New phone number

1 0..%*

email = timb6342@xxxx.com
SR o = abocsts
PIN = 0515

1

m,' - s

Browser Easily Taken Over Email, PW, PIN

*Email
*Password
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1. LINE Account Security
—

*Phone Year Login with another device Attack Methods
*Password

Email
Facebook Q 2011~2014 email + pw + SMS PW list —+ New-phone-number

Apple

2014 + 4-digit PIN PW list =+ Guessed-PIN
+ New phone-number
: 0. 2016 @ New Migration Rule
Mobile App Desktop App

“LINE checks if the user has the previous device / previous phone number

when migrating to new device with new phone number”
Typical Account Model in Web

Setting > Account migration > “ON" (available for 36 hours)

L FHYY B ==
"[rjil) BB
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— 3 BFEE: O 35:59:57
B FISANV—BE repa: O
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o o N . SIERZLEVBSEBRNICREZZ VICLAVWTLSEZEL)
O PHOVKSIEHRE | COREEAVICTDE, DAY —RTAVICPHI Y %S| S
STENTEBLSICBDET,

- AVICLTHE—EREMEET 3. SISRIATRC=TTS
Browser @ FEEprER & BEAEBNICATICEDET,

*Email
*Password

[d Keep
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1. LINE Account Security
—

*Phone Year Login with another device Attack Methods
*Password

Fmail
Facebook Q 2011~2014 email + pw + SMS

Apple

2014 + 4-digit- PIN PW list—+ Guessed PIN
+ New phone-number
: O 2016 @ New Migration Rule Social Engineering
Mobile App Desktop App

oo
Typical Account Model in Web t ‘
Normal user (Taken Over) Friend

*Email

1 090-1234-..
PIN code In
SMS ?

Browser || I

o)
Taken Over m

>
LS~
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1. LINE Account Security
—

*Phone Year Login with another device Attack Methods
*Password

Fmail
Facebook Q 2011~2014 email + pw + SMS PW hst =+ New phone-number

Apple

2014 Introduced-4-digitPIN PW list —+ Guessed PIN
1 J--* 2016 New Migration Rule Social Engineering
Mobile App Desktop App ~ e + Data AnaIySiS / ML

Typical Account Model in Web

*Email
*Password

- O

DETECT
1 & BLOCK
victims Real Abusers’ data
0..x*
REPORT DEVELOP MODEL
Browser
L I N E (!) Monitor/Analyze Only Operations in migration flow

(Communication context is out scope of monitoring)
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1. LINE Account Security
—

*Phone Year Login with another device Attack Methods
*Password
Email
Facebook G 2011~2014 email + pw + SMS PW-ist—+New-phone-rumber
Apple
2014 broduced-A-digi 2R PW list—+ Guessed PIN
+ New phone number
1 0--% 2016 New Migration Rule Social Engineering
Mobile App Desktop App + Data AnaIySiS /| ML

Machine Learning x Security

0

Typical Account Model in Web

*Email
*Password

1

0..%

Browser




2. FIDO x LINE

What’s FIDO?

o]
fco
2 5 Open standards for simpler,
é ... ..................................... Stronger authentication using
v : o
n public key cryptography
2 .
* Single Gesture
* Possession-based
Poor Easy * Phishing-resistant

Usability



2017

2018

2019

2020

2021

2

. FIDO x LINE

L I N E X as a Board member

App launching Payment

“Passwordless” LINE

Open Sourced

h

ttps://qgithub.com/line/line-fido2-serve

r


https://github.com/line/line-fido2-server

2. FIDO x LINE

“Passwordless”
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2. FIDO x LINE

“Passwordless” LINE

Registration o ]
st i ' @ @ g

S LINE App LINE LINE Secondary

FIDO Server Auth Server LINE App
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2. FIDO x LINE

“Passwordless” LINE

- How and where to MaNage ( generate, store, make signature, get) for Public Key Pairs for FIDO?
- How wide OS version do we support ?
- How do we realize FIDO policy flexibly ? e.g. only allows biometric

LTSM (LINE Trusted Security Module)



LINE

2. FIDO x LINE

Implementation

RP App (Java, Objective C) LINE 2%

FIDO client API FIDO registration

(Java, Objective C) FIDO authentication
FIDO de-registration

LTSM Core FIDO Core features Key Pair Generation  Make Signature
encoding, decoding, - Encrypt / Decrypt * Verify Signature
(C++) data format, attestation key Hash *  Get Public key
format, .. Support: i0OS, Android, Mac OS app
—dir-
Authenticator / User Key Management Attestation Key Management
Platform Face ID / Keyguard androidX. Android KeyStore I0S Key Chain White-box
Touch ID Manager Biometric (TEE) (Secure Enclave) Encryption

FIDO-enabled App Architecture



2. FIDO x LINE

“Passwordless” LINE

- How and where to MaNage ( generate, store, make signature, get) for Public Key Pairs for FIDO?
- How wide OS version do we support ?
- How do we realize FIDO policy flexibly ? e.g. only allows biometric

Approaches

LTSM (LINE Trusted Security Module)

- adopt White Box Encryption

- support wide coverage of both iIOS / Android version

- abstraction of difference of platform features (APl in each OS, Authenticator, Secure
Storage)
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3. “Letter Sealing” (End-To-End Encryption)

“Letter Sealing”

Servers

\_ J

Basic Concept

* Any LINE App must support Letter Sealing.

(I0S, Android as primary device, Mac, Win, Chrome as secondary device)

* Any secret keys are handled only in LINE App.
 LINE’s server is only responsible for;

* Kkey exchanges gateway
* management of each user's ECDH public key

sending and receiving E2E encrypted messages




LINE

3. “Letter Sealing” (End-To-End Encryption)
A A

ECDH key pair a ECDH key pair b

Key Sharing in 1:1 talk room

Shared Secret (a&b)
1’ = ECDH25519 (ECDH private a , ECDH public b ) 1?
Shared Secret (a&b) = ECDH25519 (ECDH_private b , ECDH_public_a ) Shared Secret (a&b)

Messaging in 1:1 talk room

(c,tag) = AESGCM(AES KEY, nonce, plain message, AAD)

AES KEY= SHA256( Shared Secret (a&b) || salt || "Key" )

nonce[1l2] = per chatcounter[8] || randomsecure(4)

AAD = receipient ID || sender ID || sender key ID || recipient key ID || version || content type

Encrypted Data for _ n "
i Cotntent . Ve senoe T, AES KEY= SHA256(Shared Secret (a&b) || salt || "Key" )
ype c tag
send fromatob ,
Plain message
nonce sender key ID | receiver key ID = AESGCM(AES KEY, nonce, encrypted message c, AAD)

Data for E2E encrypted message




LINE

3. “Letter Sealing” (End-To-End Encryption)

LINE Account Model

0N

s%pGoyk8R...

1 0..%*

send message
with “Letter Sealing”

Mobile App Desktop App

Synchronize Keys

? s%pG$yksR. .. ? s%pGSyksR. .. ? s%pG3Syk8R. ..




LINE

3. “Letter Sealing” (End-To-End Encryption)

Desktop LINE App Login

scoikey rair 2 SMartphone L[;ﬁsl’zk?p }?
pp
}f? LINE App Generate ECDHkey Pair d, 6 digit PIN in LINE Desktop App
El
< El = AES ECB Encrypt( SHA256(6 digit PIN), ECDH public key d )

®
@ 6 digit
See and Input 6 digit PIN PIN
‘ ) LINE

ECDH public key d = AES ECB Decrypt( SHA256 (6digit PIN), EI) L8 ot
— — — 00000000 v S I

Shared Secret (asd)

= ECDHZ25519 (ECDH private key A , ECDH public key d ) @ amnsr> ORI

= ECDHZ25519 (ECDH private key d , ECDH public key A ) Bkt ddg

COQRO—KZAXx v

LTLREE W,
% Shared |Secret (A&d) Shared Secret (A&d)
X—J)L7 RLATOV1Y >

Encryption —— AESKEY

28 \

ECDH Secret Key A

Y

ECDH Secret Key A

Y




4. On-going Challenges



Process

“Security is not a product, but a process.”
— Bruce Schneier”



LINE

Security & Privacy DLC

Develop Release

Automated Risk Vulnerability Incident
Security Test Assessment Filtering Response
Security Self Patrol Reporting
Development Inspection
Bug Bounty Awareness
Program

PIA SecurltY
Consulting

Spam/Abuse
Eviction



LINE

5. PIA (Privacy Impact Assessment)

1. Compliance with laws

2. Compliance with internal rules

(e.g., Privacy Policy, Terms of Use, etc.)

3. Meeting Expectation to Privacy

Collect

Provide

Check List

1.In what country/countries/regions is the service offered?

2
3

.Who is the service provider ?

.What information does this service collect?

1N

.What 1s the purpose of using the collected information?

5.Where do you store it? How long will it be stored?

6.Do you entrust the handling of personal information to any third
parties?

7.Do you provide personal information to third parties?
‘R;When will this service be released?

9.0n which platform does this service work?

10 .Which company is the main developer?

11.Who 1is responsible for customer service?

12.Does this service provide back office/CMS/management tools?




LINE

6. Automated Security Test

Github

User ]‘Appl s
Event
s N J
> <

——

SIMS ~ Jenkins
, Event
Security Issue Management
System < J
Security ]&Request LScan Request )( S SIMS - LINE Search™ Apply MENT
: canner R
Engineer | Report Report L LINE BRI SAST / DAST
VUL Config
Pulibc Web Site
Tasks & Vulnerabilities Severity Status Scanner type Scanner
\_ Notify Communication SAST / DAST Al Al Al Al
Chan nel Dependencies - .
O Vulnerability Severity Status Detected Scanner types Scanner
Information NG Mo
O ;}S@QE; Detected SAST RIPS
Admin Site 3,.-;;}‘-4‘. &#
| -,_"f - fe L
LINE Search - Android - F‘,:f-fi:ﬁ'!j Detected DAST ZAP
"1’."'“1‘ . l%
i0S 0 fa” %r'bz\:»' Detected DAST Burp suite
A )
[l gt Bl
HINE Search - LIFF O ’@%’wbix *'; Detected SAST RIPS
API Server e b
O R 3‘5% Detected DAST ZAP
LINE Search - Chat bot ".2:'52“: .
O ?ﬁ&%&e Detected DAST Burp suite
e
Product O E;f_ “5}: rj. Detected SAST RIPS
R S
q ".'",Ti S
Projects ] \;':g}:‘: Detected DAST ZAP
Y i
Permission - ::;sfg"{.ﬁ [inor] Detected DAST Burp suite
[ 3.5 -
0 :"f,‘f'és,g.. Detected SAST RIPS
% 3 R
O o




Policy

LINE

/. Bug Bounty Program

Hacktivity

LINE

LINE Security Bug Bounty Program
https://line.me

Reports resolved Assets in scope

337 17

Thanks Updates (8)

Average bounty

$500

Bug Bounty Program
Launched on Nov 2019

Managed by HackerOne
Includes retesting (3)

All Time

https://hackerone.com/line/thanks?type=team




LINE

/. Bug Bounty Program

Submissions 2020 2021*
iti 31,700 28,300
2020 2021* @D Critical $ $
1 High $25,810 $21,400
# Submissions 630 372
"~ Medium $32,094 $31,545
# Valid 166 143
Low $8,236 $3,650
# In Triage Valid Reports 15 1 None 0 0
# Resolved 162 128 No Severity $1,600 $600
% Valid 26.3% 38.4% Total $99,441 $85.495

Amount of Bounty

® Other 73

® Information Disclosure 51

® Cross-site Scripting (XSS) - Reflected 47

h Typ e Of ® Improper Access Control - Generic 38
® Server-Side Request Forgery (SSRF) 24

VUInerabiIity ® No Weakness 20

o ® Insecure Direct Object Reference (IDOR) 19
Cross-site Scripting (XSS) - Stored 13

® Improper Authentication - Generic 13

® Business Logic Errors 11

-

https://hackerone.com/line/thanks?type=team




8. Awareness @

“Cyber Bousai (YA /\—BF) ”

Awareness Campaign for Cyber Security Risk, since 2017~

CYBEHR B OUS A

GLI-Ih5:

C iR

oL eEHEVALAIYVE-2 00 H# F

https.//www.cyber-bousai.jp/




Awareness @

o0

“LINE Privacy Day”

Awareness Campaign for User’'s Privacv

tofle K5
+N6EY L

X1 A

\

CTH
CTH

CHECK1 SAAN—BMRIBHRETSS

LINE Privacy Day &(3?
CHECK2 RIEBEEEBZULLS
CHECK3 Xwt—IZ&TFA5
CHECK4 7 hDY MNEFA5

>
O
o
>
v
O
=
=
o
Ll
B
-l
16
i
0
N
[T
-

on"LINE
off "LINE
T55754]

© studio U.G. - Yuji Nishimura

https://quide.line.me/ja/line-privacy-day/2021.html




3. Awareness

IWIN

LINE

A%stE - R EscEY

sl LINE =

iWIN

DiWINFEREER

LIPS BT

LINE LINE Official Account

ALTBEBEREAS

=g

wll @)
{ DIWINBRESE Q B =
EoEREE—BE EAREE
EUFE 7 10:54

;W

a0 B VRF

HRIER R D FEZRER

P

Ll

L]

RBRRFHIE anurae



9. Reporting

Transparency Report

LINE Transparency Report English v Jul-Dec 2019 v

User Information Disclosure/Deletion Requests From Law Enforcement

Cases User Information is Provided

2000

1500

1304 1285 1313

1000

500

Jul-Dec 2016 Jan-Jun 2017 Jul-Dec 2017 Jan-Jun 2018 Jul-Dec 2018 Jan-Jun 2019 Jul-Dec 2019

Summary of July-December 2019

Requests Handled Targeted Contact Law
LINE received 1,684 requests in total RequeSts Informotlon Enforcement
78% of the total requests were 1,619 instances of contact Requests from Japanese law
handled information disclosure enforcement accounted for 83% of

the total

LINE Content Moderation Report English N Juibec 201 N
S (1) Content Suspended by Automatic Check 10,009,824 items
(2) Content Suspended by Manual Check 9,517,033 items

Total 19526,857 items

The breakdown of types of suspended content by manual check is as follows:

Others 7%
Disturbing and problematic content 5%

Socilication 6% .

Promotion of
illegal activity

0
Unpermitted 27%
commercial
use of accounts

10%

Obscene content

Spam 21%
24%

ttps://linecorp.com/en/security/transparency/




9. Reporting

Encryption Report

LINE

LINE Encryption Report English v Nov2020 v

2020.11.11

Purpose of this Report

The purpose of this report is to describe the type, scope, and deployment status of the encryption mechanisms integrated into each of
LINE's main features.

Encryption in LINE

LINE employs various encryption technologies to protect user information. In addition to transport layer encryption, which is used to
protect traffic between LINE clients and servers, we apply Letter Sealing encryption to supported message types and supported
voice/video calls. Letter Sealing is the name of the end-to-end encryption (E2EE) protocol developed by LINE. For details about the
encryption protocols and algorithms used in LINE, please refer to our Encryption Whitepaper.

Encryption Deployment Status

(1) LINE Messaging

Text and location messages sent and received using LINE's messaging feature are end-to-end encrypted with Letter Sealing if one of the
following conditions is met.

Both users have Letter Sealing enabled in 1-to-1 chats

100.000 \’W

99.750
99.500

99.250

99.000
2019. 10. 28.2019. 11. 25.2019. 12. 23. 2020.1.20. 2020.2.17. 2020.3. 16. 2020.5.28. 2020.6.25. 2020.7.23. 2020. 8. 20. 2020.9.17.

- Audio — File - Image Video
Message/media
R 2015 2016 2017/9 2018/4 2019/10 2020/9
Text C 00— 0 © O © o]
Location O O—-0 © © © ©
Stickers *2 A A O O O O
Image files *3 A JAN O O O O

Voice messages

*4
Video files *4 X X @) O Q QO
Other files *3 A A O O Q O

Legend: © Letter Sealing (end-to-end encryption)/ O Transport-level encryption / A Partially
protected / X Not encrypted or not sufficiently encrypted

https.//linecorp.com/en/security/encryption/2020h1




Culture

“As cybersecurity leaders, we have to create our message of influence because security is a culture”
— Britney Hommertzheim
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10. Security Skill Development

@ suPPORT @ Language A

Class = BROWSE v & HOME @ SUPPORT M ADMIN @ Language A O

|  Web security Sl App security Cryptography [ Advanced Persistent Threat awareness

Search

Q
I Filter complete classes Filter by difficulty
Lecture Room
Enterprise learning platform at your service.
Discover the knowledge you need! | BEGINNER BEGINNER BEGINNER
' 4 Command Injection NS SQL Injection Path Traversal
BEGINNER BEGINNER BEGINNER
Domain Name Ownership Insecure Direct Object Reference CRLF Injection
(IDOR)

BEGINNER BEGINNER INTERMEDIATE
Authentication in LIFF App Spring Boot Actuator Endpoints Cross-Site Scripting(XSS)
INTERMEDIATE INTERMEDIATE ADVANCED

Cross-Site Request Forgery Deserialization Server-Side Request Forgery
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HP: https://becks.io
BECKS Japan: https://becks.doorkeeper.jp

Twitter (JP): @becks io
BECKS Taiwan: https://becks.kktix.cc/
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2019, Paris 2019, Tokyo







LINE

Summary
LINE’s Key Challenges by;
Technology LINE Account Security, FIDO x LINE, Letter Sealing, on-going challenges

PIA, Automated Security Test, Bug Bounty Program, Awareness, Report

Culture Security Skill Development, Interaction

Service with
Safety
—_——
_
Enjoy with
Trust




